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What are the
privacy implications
of using Al?
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More data Is YEAHZ.I'M GONNA NEED MORE
needed to:

V Build Al

V Train Al
V Maintain Al
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What is the issue with more data from a privacy perspective?

ARisk of

AData persistence
AData repurposing

AData spillovers

AData commingling

AData integrit y
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Washington State Agency Privacy Principles

ge
Lawful, fair, & responsible@ °

Data minimization

' Washington
State Privacy
Principles

Purpose Limitation

Transparency & accountability

\

A Due diligence %% O
%,

A Individual participaticD % R

Transparency
& accountability

A Security

Washington State Agency Privacy Principles
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https://watech.wa.gov/sites/default/files/public/privacy/WSAPP.pdf
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Growing demand

for Data Europe Al Training Dataset Market
size, by type, 2020 - 2030 (USD Million)

A Application specific
training data needed to

support machine learning
processes
AData types
$368.8M
A Text .
A Image/video B . I I
A Audio 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

® Text @ Image,/Video Audio
Source Grandviewresearch.com
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170 : |
37% North America Artificial Intelligence Market
Market Revenue Share Trends, by Region, 2023 - 2030

Europeans Take a Major Step Toward
Regulating A.I.

A draft law in the European Parliament has become the world’s

most far-reaching attempt to address the potentially harmful
effects of artificial intelligence.

ARTIFICIAL INTELLIGENCE / TECH / POLICY

ChatGPT returns to Italy after ban

® Largest Market  « Fastest Growing Market

Source Grandviewresearch.com 7



Where did the training data
come from?

Was the training data legally

Privacy obtained?
considerations

for Al Training

Sata Data being used as a proxy

for something else?

What are the
consequences?



The FTC's biggest Al enforcement tool? Forcing
companies to delete their algorithms

Algorithm disgorgement requires companies to remove products built on data they shouldn't have
used in the first place.

Has this happened?
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Artificial Intelligence

FTC COPPA Settlement Requires
Deletion of Children's Personal

Information and "Affected Work
Product"




What are other
Issues with more
data from privacy
perspective?
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Collection of
Sensitive Data:

A Biometric Data
A Health Data

A Location data

A Vast amounts of data

processed without knowledge
or consent
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Types of biometric data

AFacial geometry
AFingerprints
AHand

ARetina or iris scan
AVoiceprints

ADNA

RCW 40.26.020

AKeystroke patterns
AGait patterns
AVein patterns
AEars

A { k"« ak{k|] ® ~2 ®

§®~gk««s| q ~p ~|

physiological, biological or

fkrn"N"s~anz grnrang
RCW 19.373 10


https://apps.leg.wa.gov/rcw/default.aspx?cite=40.26.020
https://app.leg.wa.gov/RCW/default.aspx?cite=19.373

Satellites (GPS)

k | ocation Data

o known ARisk of Location Datasets

. @ smmy AProximity to signals
o c¥M APrecision and Accuracy
‘ | | APersistency and Frequency
ASensitive locations
&f
Proximity to

Other Devices

Infographic: Future of Privacy Form
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Top 5 U.S. Companies by Market Cap

A2003 A2023

BB Microsoft ‘ Apple
. MSFT AAPL
’ BW Microsoft
@ General Electric [ -
. #~ Alphabet (Google)
Exxon Mobil \: GOOG
XOM
Q Amazon
~'~ Walmart = AMZN
|- WMI
NVIDIA
™
({: 3 MWD

o6 Fltlgroup
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Where does this
lead?




Survelllance

AAIl Powered
AWeb Scraping
AData Mining

AWorkplace
monitoring Z
|

ALocation tracking ~\ G % TR g
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Proactive Real Time Security?

Madison Square Garden Uses Facial

Recognition to Ban Its Owner’s

Enemies MADE{]N

MSG Entertainment, the owner of the arena and Radio City 8 U U A R E
Music Hall, has put lawyers who represent people suing it on an

GARDEN.

“exclusion list” to keep them out of concerts and sporting events.

South Florida police quietly ran facial recognition scans to identify peaceful
protestors. Is that legal?
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Web Scraping

AClearview Al &aScrapped billions
of photos from the internet

A Contracts with law enforcement
A 1000s of police dept.

A Homeland Security

AFBI

A Armed Services

KASHMIR HILL

YOUR
FACE

A SECRETIVE STARTUP’S
QUEST TO END PRIVACY

AS WE KNOW TS
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Workplace Surveillance

Skills Assessment

ARegulation?

ABargaining?

s
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V' The
QUANTIFIED

WORKER

Law and Technology in

.‘ Aunnonpoid

the Modern Workplace

IFEOMA AJUNWA

20



WaTech

Washington Technology Solutions

Risks of discrimination and bias

ADiscrimination: Al can reinforce ABias: Al can lead to biased

existing prejudices and Decision-Making:
discrimination in society AHealthcare
AGender AHousing
ARace AEmployment
ANational origin AEducation

AClass

21



WaTech

Washington Technology Solutions

2=

Al and Identity Verification

A 1dentity risk scoring
A Age verification

A Document & Selfie Verification

A Fraud detection

A Synthetic fraud

A Watchlist Screening & Monitoring
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Government Use Cases

TEXAS LEGISLATURE 2023

DPS sent at least 3,000 driver’s licenses to organized
crime group targeting Asian Texans

A Chinese crime operation bypassed the password clues of Texas.gov by using stolen identity information
to fraudulently obtain replacement driver's licenses.

STATE OF OHIO - TRANSFORMING DELIVERY OF HEALTH &
HUMAN SERVICES THROUGH ROBOTICS PROCESS
AUTOMATION

23



WaTech

Washington Technology Solutions

Al Use Case In Washington

How artificial intelligence is
helping Washington state fight
wildfires

0006

By KIRO T News Staff
September 07, 2023 at 2:01 pm PDT
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